McAfee Labs 2016 Threats Predictions
Ransomware

Ransomware zustava hlavni a rychle rostouci hrozbou v roce 2016, vyuzivajici anonymitu
sité a novych platebnich metod — bitcoin.

NezkuSeni uto€nici vyuziji Ransomware-as-a-service, ¢imz zvysuji mnozstvi utoku
Ransomwatre.
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Module’s

McAfee Endpoint Security 10.x

McAfee® Endpoint Security 10.2 Client

Security Management

McAfee® ePO™ On Premise Client Ul McAfee® ePO™ Cloud
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I Threat Threat : Firewall Web
I Prevention Intelligence : pp— Control
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Containment Service

Remediation Service

Not available in EPO Cloud for 10.2

| Delivered together but appears as |

a module
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McAfee Endpoint Security 10.2 klient

e Inteligentni a rychlé skenovani

e Ochrana heslem

Dotlyléqve, o----| — Politiky nabizi
OV a an I @ McAfee Q, Scan System ¥ Update Now v ; , . ;
R Zakladni / RozSifené
klientské nastaveni
THREAT PREVENTION Status: Enabled
Status
FIREWALL Status: Enabled
Srozumitelné ©) WEB CONTROL Status: Enabled Integrované

’ , , = L v ,
zobrazeni udalosti ®ff " THREAT INTELLIGENCE Status: Ensbled ® bezpecnostni moduly
T—

Threat Summary
McAfee Endpoint Security last eliminated a threat today.

&

Quarantine

Top Threat Vectors in the last 30 days

Vector Threat Count

Local System 7

Modularni a

® rozsifitelny design
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Detailni pohled na detekované udalosti

@ McAfee Endpoint Security EI@
@ McAfee Q, Scan System 4 Update Now

An Intel Company

|;| Mu

Status Sh

DEMO\administrator ran 1002.EXE, which attempted to Integrovana Intellgence,

access ktera okamzité infOrmUje (@)
CA\USERS\ADMINISTRATOR\APPDATA\ROAMING\CVEQOJ

SMONGXTTFZZ.EXE, violating the rule "Creating files with hrOZbe
the .exe extension”, and was blocked. For information on how
to respond to this event, see KB85494.

Event Log

=]

Quarantine

— | \/iCce detaill 0 zdroji a cili Utoku na
Blocked Grtical zakladé DAD (Descriptive Attack Data)

Blocked Critical

10/19/2016 2:50 PM
10/1%/2016 2:50 PM

DEMO\administrat® ran 1002.EXE, which attempted to access
CUSERS\ADMINISTRATOR\APPDATAN\ROAMING\CVEOQJSMONGXTTFZZ.EXE, violating the rule "Creating

files with the .exe extension”, and was blocked. For information on how to respond to this event, see Udalosvtl ZObrglzovane Ve Srozu m Itel ne
- podobé pro uzivatele

Analyzer / Detector

Apnalyzer content creation date 171972016 11:11 AM

Analyzer content version 10.2.0.0000

Product name Threat Intelligence

Analyzer rule name Creating files with the .exe extension
Product version 10.2.0

Feature name Dynamic Application Containment
Threat

Action taken Blocked

Threat category File' class or access
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Logika TIE technologie

GTI reputace
(12 h kontrola)

wvirustotal

Manualni dotaz

W Malware
Sandbox

Manualni sprava reputace
a import dat

Informace o Sbér reputaénich Kalkulace - i

spousténi dat o souboru - Iokaln!crl':eputace
souboru cache a TIE server S pravidly

T

TIE klient

Lokalni cache
(30 dni TTL)

Klientské PC

Vysledna
akce vuci
souboru
F|
zakladé
politiky
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Priklad reputace TIE - porovnani trech spousténych
souboru

Microsoft Visio Zakaznicka aplikace Neznamy soubor - malware
Podepsany == Zadny podpis == 74dny podpis
ddvéryhodnym == Z4dna globalni reputace - 73dn3 2Ini ani lokalni
certifikatem g Y Zadna globalni ani lokalni
v Sina alobalni v/ Mnohokrat spoustény v reputace
'”igo aemﬂ lokalnim prostfedi / X Prvni spuéténi v lokalnim
reputace z dvéryhodna lokalni aplikace prostiedi
Zédnévdaléi a’trlbuty x Podez‘r"eb’[ atribut —
v/ bezpecnostni hrozby download z Internetu
Duvéryhodnost: Velmi vysoka Duvéryhodnost : Vysoka Duveryhodnost : Nizka
Akce: Povolit Akce: Povolit Akce: Blokovat
int |)' ri )
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TIE/DAC 10.2 — bezpecnostni politika s moznostmi
nastaveni

Spoluprace TIE a DAC rozSifuje moznosti pro ,unknown®” aplikace, které

jsou zapouzdifeny pomoci DAC technologie
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Common

Threat Prevention
Options
Access Protection
Exploit Prevention
On-Access Scan
On-Demand Scan

Dynamic Application
Containment

Firewall

Web Control

Threat Intelligence

Show Advanced
Action Enforcement

Enable Obzerve mode {Events are generated but policy is not enforced)

Select the reputation threshold for the following actions:

| Trigger Dynamic Application Containment when reputation threshold reaches:
Unknown W

| Block when reputation threshold reaches:
Might Be Malicious w

| Clean when reputation threshold reaches:

Known Malicious W




