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Jednotna politika pro Host i Network DLP

* DLP umoznuje definovat vice ruleset

*  DLP rulesety je mozné nasledné uplatriovat na rdzné skupiny pocitact

*  DLP ruleset obsahuje pravidla Device Controlu, DLP a Discovery
*  Flexibilni uplatnéni rdznych rulesetl na rizné skupiny pocitac¢l a DLP systém{
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DLP rulesety — DLP politika

e Seznam pravidel DLP systému v rulesetu
* Definice DLP pravidla - podminky pro Email protection pravidlo
*  Definice DLP pravidla — reakce pro Email protection pravidlo

DLP Policy Manager

DLP Rule Set

Name: [pemo ruleset |

Note: [ ]

Data Protection ‘ Device Control | Discovery ‘

0 @ Clipboat Block Rodne cisla @ Critical Rodne cislo RegEx any user il Clipboard Protection Block s
0 @ Cloud - block Credit cards @® Major 0 Credit cards RegEx any user 4 Cloud Protection == Block s
0 e Email - Block Credit cards @® Major | 13 Credit cards RegEx any user % Email Protection [ =  Block s
0D e Email - Block Finance data @ Critical | 31 Finance data share any user i Email Protection =" = Block s
0 e Email - Justification Rodna cisla @ Critical | 27 Rodne cislo RegEx any user i Email Protection ] | Request justifica S
0O e Email - Monitor PPT data @ Major | 2 PowerPoint data creation any user s Email Protection ] | Mo Action s
0Ol e Reputation - Block sensitive data with TIE reputation unkn @ Major 27 Credit cards RegEx,Finance data s| any user ] Application File Access Protect == ¢ Block s
0O e USB - Block Credit cards @ Major 9 Credit cards RegEx any user % Removable Storage Protection == [ Block s
0 e USB - Justification Rodna cisla @ Major 3 Rodne cislo RegEx any user % Removable Storage Protection == 1 Request justifica S
0O e USB - Block Finance data @ Critical 1 Finance data share any user % Removable Storage Protection & ¢ Block s
0O e USB - Encrypt Sensitive data @ Major 12 Sensitive manual tag any user % Removable Storage Protection & ¢ Enerypt s
0 @ USB - Monitor all non sensitive data @ Waming 5 Not Classified any user % Removable Storage Protection == [ No Action <
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DLP rulesety — DLP politika

e Seznam pravidel DLP systému v rulesetu
* Definice DLP pravidla - podminky pro Email protection pravidlo
*  Definice DLP pravidla — reakce pro Email protection pravidlo

DLP Policy Manager

DLP Rule Set - Demo ruleset

4 Email Protection

Rule Name: [Email - Block Finance data
State: @ [Enabled v Severity: @
Enforce On: @ McAfee DLP Endpoint for Windows () McAfee DLP Prevent

Condition ‘ Exceptions ‘ Reaction ‘

Classification of [one of the email v | [contains one of (OR) v] [[Finance data share ] =]
(*) if there are multiple conditions of type "one of the attachments”, they are all evaluated for the same attachment file

and Sender [is any user (ALL) v ]

and Email Envelope [is any envelope (ALL) v [N

and Recipient List includes [any recipient (ALL) v [
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DLP rulesety — DLP politika

e Seznam pravidel DLP systému v rulesetu
* Definice DLP pravidla - podminky pro Email protection pravidlo
*  Definice DLP pravidla — reakce pro Email protection pravidlo

DLP Policy Manager

)4 Email Protection

Rule Name: [Email - Block Finance data
State: @ [Enabled v Severity: @
Enforce On: ¥ Mcafee DLP Endpoint for Windows (@ McAfee DLP Prevent

Condition | Exceptions | Reaction

McAfee DLP Endpoint
Computer connected to corporate network

Action:

User Notification: [ Default email protection user notification ] [=] Close after 5 seconds ¥
[P=Fault email protection User nothcaton

- @ Rreport Incident
Report Incident: -
¥ store original email as evidence

Computer disconnected from the corporate network

Action: React the same way as connected system v

McAfee DLP Prevent

Action: No Action v

N [ Report Incident
Report Incident:
Store original email as evidence
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DLP Incident Manager

* Incident Manager zobrazuje detekované udalosti z :
* DLP Endpoint — Data in-use/motion
* DLP Local discovery — Data at rest — endpoint
* DLP Network discovary — Data at rest - network
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Actual Action

Block

No Action
Encrypt
No Action
Block
Read-only
Block.
Read-only
No Action
Block

No Action
Read-only
No Action
Encrypt
Block.
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DLP Incident Manager — detail udalosti

 Kliknutim na udalost se zobrazuje kompletni detail udalosti
» Poditac, IP adresa, uzivatel, aplikace, DLP politika

» Datum a Cas, provedend akce, typ incidentu, pravidlo

» DalS$i detaily — email, typ zafizeni ....
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Data Protection
DLP Incident Manager
Data in-use/motion - Live

General Details

Incident ID: 156

Occurmed (UTC): January 19, 2017 3:44:03 PM
Occumed (Endpoint):  January 19, 2017 3:44:03 PM Coordinated Universal Time
Incident Type: = Email Protection

Actual Action: Block

Expected Action: Block

Seventy: ® [Major v
status: T —
Resolution: [None v
Revisosc: [Unassgned -]
Labels:

Evidence (3) = Rules(1) = Classifications (1) = Auditiog | Comments | Cases (0)
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Source

Computer Name: WS_WIN7_2

Computer 1P: 192.168.1.110

User tocal
Connectivity State: Online

Product Version: 10.0.100.37

Pobcy Name: My Default DLP Policy (28)
Source Apphcation: outlook.exe

Reporting Product DLP for Windows.
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All Recipients:
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Fima 1 1234-1742-1478-2586 Fima 2 1584-1457-2178-273 Credt cards Regex (5)
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