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Malware vs. Antimalware

Nekonecny boj, ve kterém nezvitézi ani jedna strana, ale malware bude vzdy o
krok napred, protoze reaguje na aktualné dostupné bezpecnostni technologie

Polymorfni

Heuristika, malware,
hledani kostry kryptovaci
Modifikace kodu, malware -
kédu a Ghyb vynechavani Ransomware
] . . zbyteénych
Jednoduché signaturam ins)’/[rukc?'/

signatury

Vznik
malwaru
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Ransomware — predikce Intel Security 2016

Ransomware

Ransomware will remain a major and rapidly growing threat in 2016,
fueled by anonymizing networks and payment methods.

Y
Remediation
Attackers will
increasingly encrypt files
d before they are backed
up, making remediation
25?'35? more difficult.

Mew samples
detected in 1TH 2074

Ransomware-as-a-

service '

Inexperienced cybercriminals
will leverage ransomware-
as-a-service, magnifying the
growth in ransomware.

‘ 2,026,752

MNew samples
detected in 1H 2015

380,652

Mew samples
detected in 2H 2014
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McAfee Labs 2016 Threats Predictions
Ransomware

Ransomware zustava hlavni a rychle rostouci hrozbou v roce 2016, vyuzivajici anonymitu
sité a novych platebnich metod — bitcoin.

NezkuSeni uto€nici vyuziji Ransomware-as-a-service, ¢imz zvysuji mnozstvi utoku
Ransomwatre.
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Problemy s Ransomware utoky ve svete

Home / Security
BANK SECURITYe in/t;DSchrnyw Insight into what to prepare for tomorrow

Ra n SO mwa re a u t h 0 rs i Learn more »
streamline attacks, infe
rise

Ransomware authors continue improving fle-encrypfing programs A DATACENTER  SOFTWARE NETWORKS SECURITY EUSWESS HARDWARE SCENCE BODTHOTES VIDEO

Authentication Compliance Fraud ~  Govemance v  Mobility v  Pay|

News v  Blogs v+  Interviews  Webinars v White Papers  Memberships  Resources v  Events v

Home > Articles

Ransomware Attacks' New Focus: Businesses _ _
for Windows and Android, making these nightmarish attacks harde

Why Experts Say Employee Education Is Critical Ransomware holds schools hostage: 'Now D:

E—— The biggest ransomware threat for Windows users is CryptoWall

give us Bitcoin worth $129k, er, $124k, wait ..." e

Mah
CrectEighie & @ 04Email| W Tweet| BLike [ share Eays district boss
O a7 0 ) @ N
S s 8 Home News&Commentary Authors Slideshows Video Radio Reports White Papers Events  Black HEREEREINIE VNEEE R ELE W ERE RIEEENEEI] '
ST nd the situation. |
-l
ATTACKS/BREACHES .
News Sport ~ Weather  iPla ETwoanonln Most read:
NEWS Hackers Breaking New Ground With  geiam,
Ra nsomware (i@ Security @ Gartner Critical Capabilities
Home | UK | World | Business | Election2015 | Tech | Science | Hea Resou
The tools and tactics being used to go after victims reveal growing i

Technology

sophistication, and gamers need to look out, security researchers say.

=somware; Pay it or fight it?

i The enormous success which hackers have had extracting millions of dollars
Gamel’s targetEd by ransomware v i Viaan from individuals and businesses using ransomware appears to be driving N y ™~
-1 BE ERwNa0

more sophisticated tools and tactics from them.

© 13 March 2015 | Technology
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Cryptolocker — faze nakazy a obrana

Anatomy of a
Crypto-Ransomware Attack
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Jaky je dalSi krok?

* \Vyrobci bezpecnostnich technologii musi reagovat
» Detekovat malware bez signatur podle jeho chovani,
protoze
* Velmi Casto se jedna o jednoduché modifikace stejného malwaru
» Malware provadi velmi podobné operace, napf.:

— Zajistuje své znovuspusténi po restartu
— Spojuje se se svym Command&Control centrem
— Vykrada informace z dalSiho softwaru a z klavesnice

« Detekce pred samotnou infekci koncového stroje
« Detekce malware na perimetru pomoci sitovych prvku
* Propojeni sitova a endpoint bezpecnosti

( intel) Security @
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Ochrana pred Cryptolocker a dalsSim malwarem

« Standardni antivirové reseni nestaci

» Zakladni kamen bezpecnosti, nikoliv hradba....

AV skenuje soubory porovnamim s DAT databazi — blacklistig
Co je v DAT databazi - je nalezeno, co neni v DAT databazi - je povoleno

AV neni schopen v realném Case reagovat na nové nebo modifikované hrozby

« Zakladni reseni
« Antivirové a antispamové feSeni na brané i endpointu
« Host nebo Network IPS
« Pravidelna zaloha souboru
« Vzdélavani uzivatell — neotevirat pfilohy podezielych email
« Kontrola URL adres pfi webové komunikaci

» VysSsi uroven bezpecnosti pomoci Adaptivni inteligence pfri
vyhledavani hrozeb

 McAfee Application Control
« McAfee Threat Inteligence Exchange / Data Exchange Layer — TIE/DXL
 McAfee Advanced Threat Defense — ATD

 McAfee Active Response — MAR, McAfee SIEM

McAfee Confidential
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Ctyfi faze Utoku na koncovy systém - Ransomware

Prvni kontakt

Fyzicky pfistup

Zaslana emailova
zprava

Nebezpeéna webova
stranka

Sitovy pfistup

Jakym zpusobem utocnik
prvné kontaktuje zvoleny cil?

McAfee Confidential

Lokalni spusténi

Exploit

Social Engineering

Konfigura¢ni chyba

Jak utocnik spusti svlj kod na
cilovém systému?

Pretrvani na
systému

Stazeni
nebezpeéného SW -
Malware

Ziskani vyssich prav

Spusténi a pretrvani v
systému

Sebezachova,
skryvani

Jakym zpusobem utocnik
uchova nebezpeény kdd na
cilovém systému? Zustat
aktivni po rebootu, skryty pred
systémem, uzivatelem nebo
bezpec€nostnimi nastroji

Nebezpecné
aktivity

Propagace

Bot aktivity

Sifrovani dat, vykupné

Kradez identity a
finan€nich udaja

Podvodné aktivity

Co uto¢nik sleduje na
cilovém systému, co che
ziskat? Kradez identity, hesel,
finan¢nich udaju, kontrola
systému, napojeni na botnet,
ziskani financi -

Ransomware
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Prvni kontakt Lokalni spusténi Pretrvani na Nebezpecéné
systému aktivity

N N

McAfee® SiteAdvisor® McAfee Endpoint Protection

Website Filtering On-Access Scanning File Scanning ‘ Write Blocking

McAfee Database Activity Monitor

Database Vulnerability Blocking

.Y | .Y |

McAfee Endpoint protection

McAfee Device Control

Physical File Transfer Rootkit Prevention

McAfee Host Intrusion Prevention

McAfee Desktop Firewall

‘ McAfee Desktop Firewall ‘

Buffer Overflow Prevention ‘ ‘ Behavioral Prevention

McAfee Web Gateway a S ;
Network IPS McAfee Application Control, Threat Inteligence Exchange

‘ Web ‘ ‘ Email
Filtering Filtering

Change Protection

Install and Execution Prevention ‘

intel' Security @ ‘
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McAfee Application control
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McAfee Application Control

Bezpecnostni nastroj vyuzivajici inteligentni whitelisting

Dynamicky whitelisting Ochrana pfed spusténim neautorizované aplikace

vy @xa»h Ochrana operaéni paméti proti utokim a manipulaci
Ochrana pameti s s aplikacemi - buffer overflow utoky

Integrace s GTI a TIE pro klasifikaci aplikaci jako

Reputace souboru
Good, Bad a Unknown

Napojeni na ADT pro kontolu soubort pomoci

Integrace _ _ _
sandbox technologie, Desktop Firewall integrace

O OE
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McAfee Confidential



Princip funkce whitelistingu

Ba

Whitelist je vytvaren po instalaci produktu skenovanim systému — aplikaci, knihoven,
ovladacu a skriptu

Neznama aplikace

1. Pokus o spusténi programu neni autorizovana

- Spustitelny soubor nebo komponenta OS

2. MAC porovnava binarni kéd s

&3
v
whitelistem _
v
3. Pokud soubor neni ve whitelistu,
spusténi programu se zablokuje.

- Udalost je logovana, alertovana nebo auditovana

(i@ Security @ ‘
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Dynamicky model Application Controlu
Ela

Zamceno Automaticka aktualizace Navrat do zamc¢eného
whitelistingem whitelistu stavu
o

o Trusted
E Processes @ E
; B Trusted = :

0 Trusted
.
o Trusted > ﬁ i
Users !ﬁ

(intel)' Security @
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Dynamicky model whitelistingu

1. Davéryhodné procesy

- Nové vytvorfena nebo modifikovana
aplikace je pfidana do whitelistu

- Podpora standardnich updatert jako MS
SMS, SCCM, atd.

- Bézné pouzivané updatery jsou
prednastavené

- Observation-mode pomaha vyhledavat
updatery

McAfee Confidential

| Rule Groups

Fanda &AW

Quest Recovery Manager
B Cuick Heal Flus

: Quick Heal Total Security
. SMS 2003 Client

M =M= 2003 Server

[*

Solidcore 5.0.1: Application Control > Application Control Rules (Wi

Binary

CcmExec.exe
SMSClill.exe

ScanWrapper.exe
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Dynamicky model whitelistingu

2. Davéryhodné certifikaty

- Ddavéra k aplikacim podepsanych znamymi vyrobci
- Self Signing - velmi polularni metoda

— Vytvoreni vlastniho certifikatu a podepsani autorizovanych aplikaci

; M rusted Users | TR GO WWH

Issued To Issued By Expiration Dats

VeriSign Class 2 Code Signing 11/5/09 2:55:5!

Adobe Systems )
Z004 CA America/Los_~&n

(i@ Security @ ‘
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Dynamicky model whitelistingu

3. DUvéryhodny adresar

» Definuje sdileny adresar, ktery je duvéryhodny pro instalaci aplikace

= Trusted Directories

Path

““ileserver.sclidocore.local\startupscripts

(i@ Security @ ‘
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Dynamicky model whitelistingu

4. Duvéryhodny uzivatel (IT Admins)

cF

& d “su 1 ‘g @

Dashboards  Queries B Reports  System Tree  Policy Catalog  Client Task Catalog  Solidcore Rules

Menu = Policy Discovery

Time Filter : | Last 1 month + Approval Status : | Pending | What's new?

Poticy Discovery
cuiek v | ] cex

| Request Generation Time ¥ Activity File Name Trust Level Application Name Publisher Request Prevalence
| Oct 22, 2013 4:17:17 AM GMT+05:3 Application Execution cometl32.dIl Good Microsoft® Windows® Operating 1,502
Oct 22, 2013 3:23:03 AM GMT+05:3/ Software Installation dfrgntfs.exe Good Windows Disk Defragmenter 64
_ | | Oct 22, 2013 3:04:08 AM GMT+05:3/ Software Installation TSVNCache.exe Good TortoiseSVN 35
= Oct 21, 2013 11:09:22 PM GMT+05:. Software Installation POWERPNT.EXE Good Microsoft Office 2013 Microsoft Corporation 2
| | Oct 21, 2013 8:10:12 PM GMT+05:31 Application Execution updater.exe Good Firefox Mozilla Corporation 5
= Oct 21, 2013 6:49:35 PM GMT+05:3( Binary Addition EXCEL.EXE Unclassified 2007 Microsoft Office system Microsoft Corporation 6
L) | Oct 21, 2013 4:33:31 PM GMT+05: 31 Application Execution install.exe Good Microsoft®@ Visual Studio® 2008 Microsoft Corporation 20
Oct 21, 2013 4:27:35 PM GMT+05:31 Application Execution Unclassified 2
| | Oct 21, 2013 4:27:04 PM GMT+05:3t Binary Addition EXCEL.EXE Good Microsoft Office 2013 Microsoft Corporation 2
= Oct 21, 2013 4:26:26 PM GMT+05:3( Binary Addition TortoiseProc.exe Unclassified TortoiseSVN 1
| | Oct 21, 2013 3:59:48 PM GMT+05: 31 Application Execution Transacted.exe Unclassified 1
= Oct 21, 2013 3:57:33 PM GMT+05:31 Application Execution reader_sl.exe Good Adobe Acrobat Adobe Systems 1
| | Oct 21, 2013 3:57:23 PM GMT+05: 31 Application Execution pdfshell.dll Good Adobe PDF Shell Extension Adobe Systems 1
Oct 21, 2013 3:47:55 PM GMT+05:3( Software Installation POWERPNT.EXE Good 2007 Microsoft Office system Microsoft Corperation 4
_J | Oct 21, 2013 3:32:45 PM GMT+05:3t Binary Modification Setup.exe Good InstaliShield 2
= Oct 21, 2013 3:32:38 PM GMT+05: 31 Software Installation QCMSExcelAddin.exe Good Quality Center Microsoft Excel a 2
Actions 300 items

Security '@
McAfee Confidential




Dynamicky model whitelistingu

4. Duvéryhodny uzivatel (Koncovy uZivatel, ktery si smi schvalit spusténi aplikace)

McaAfee Application Control - Self Approval

» Aplikace, ktera neni ve whitelistu, muze —— ' The adtiohyau are tying to nerform is notin acsordance with the defined
byt schvélena uzivatelem @ ;‘iia’iﬁy’i‘a".;’{Ji{fit;ﬁ'ffhl‘:f.;i:!s'ﬁiﬁ' b b 1 et
is appropriate for the enterprise.
¢ T?nto mOdeI Je, VhOdny pro o v , Timestamp lFile Name ILocation lSigned By lTime Remaining I
uzwatele/systemy, kde se dejl caste @1242PM Firefox Setup .. CUsers\admi.. Mozilla Corpo...  00:02:26
zmeény (neni doporuceny pro vSechny
uzivatele)

Bllowing Mozilla Firefox installer - for Self-Approval Demo. 3 Allow I
=l Deny I

« Administrator ma moznost auditovat tyto
uzivatelsky schvalené aplikace a muze

, v . , User Name: SADEMO3admin
provést zmény - povolit/zalazat =1 application Name: Firefex
E Publisher: hozilla Corporation
File Type: Application
Parent Process: explorer.exe

(intel)' Security @
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Ochrana pameti pocCitace — procC je nutna?

e Duavéryhodny program je spoustén v paméti pocitace

* Nicméng, tento program ma zranitelnost — Acrobat Reader, IE, Firefox....

» Zravitelnost midze byt utoénikem zneuzita vzdalené

* Skrze zranitelnost zméni uto€nik systémova nastaveni a spusti Skodlivy kéd

Adobe Reader IE

(intel)' Security @ ‘
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Ochrana pameti — Co dela Application Control

Ochrana aplikace whitelistem

* Program ve whitelistu nemuze byt zneuzit — novy spoustény program
(malware) nema zaznam ve whitelistu

Ochrana paméti pracuje bez signatur
Application Control redukuje nutnost okamzité instalace zaplat!
Dostupny pro Windows 32-bit & 64-bit systemy

Whitelist

Adobe Reader IE

McAfee Confidential
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Inventorizace aplikaci

Uceleny prehled o vSech
aplikacich na koncovych bodech
— seznam whitelistl v jedné
konzoli

Kontrola aplikaci s Globalnim
reputénim systémeme GTI —
ohodnoceni bezpec€nosti aplikaci

Seznam aplikaci s neznamou
reputaci — moznost okamzité
napravy — povolit/zakazat

Seznam zastaralych verzi
bézicich aplikaci — Adobe
Reader.....

McAfee Confidential

Inventory By Applications

[applicatian ;” | | Search | Saved Filtars : E

Applications

w all applications =

w Good Apps (S66)

¥ print for {ThinPrint AG) [ | Binary Namr & | Wersion
» ACELP.net Audio (Sipro Lab Telecom Inc.) - atizdwag. dll 6.13,10,6153
AMD PCnet Farmily Metwork Driver (4.35.00) {AMD Inc.) T | atizrotag.sus 6.13.10,6153

AMD Processor Driver (1.1.0) (advanced Micro Devices)

ATI Radeon Family {5.1.2600.00 (ATI Technologies Inc.)

ATI Techrnologies Inc. Radeon Direct® Universal Driver (6.13.10.3338) (ATI Te
ATI display driver for Windows %P {5.10.3663.6013) {(ATI Technologies Inc.)
ATI miniport driver for Windows ®P {5.10.3663.6013) (ATI Technologies Inc.)
ActCtx Module (1, 0, 0, 1) {Unknown vwendor)

Adaptec RAID Controller (5.2.0.6586) (Adaptec, Inc.)

P Adaptec Windows (Adaptec, Inc.)

A

App Details

__Actions - 2 iterns

(intel)' Security @
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Spoluprace s firewallem pro neznameé aplikace

Reputace souboru + IP reputace

* Neznama aplikace komunikuje na

Web/IP reputace neznamou IP => podeziela aktivita!

» Aplikace maze byt Botnet/APT komunikujici
na Command & Control Server

Duvéryhodna Neznama IP Nebezpecna

IP IP

— + Sit'ova aktivita je blokovana firewallem
HIPS Firewall ======

Inventory By Applicatons -In-.-entchr By Suzterms
|

[ Application = | Search
Applications ~| Binaries
w oll applications
Guick find:
P Sood Apps (SEE)
Bad Apps (0] [T | Binary HMame a Wersion
w Unclassified Apps (1] T | mediaplaver.exe Z.102.0.0

InstalllQ) Installation Utility (2.102.0.0) (w3i, LLC)

(intel)‘ Security @
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Application Control v McAfee ekosystemu

GTI: Reputace «— " TIE: Lokalni reputace
cloudu 1
ATD: sandboxova
analyza souboru
VSE: Soubor je zapsan  SON gSsjag HIPS: Neznamé aplikace
do whitelistu po (graylist) blokovana
uspésné kontrole AV komunikace

(intel)‘ Security @
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Jake reseni vybrat do prostredi spolecnosti?

Jednoucelové COE Dynamické

systémy

Senvery stanice/notebooky stanice/notebooky

7

DYNAMICKE ==

Primarni Be B5
Antimalware | MAC MAC
Sekundarni
Antimalware |

(i@ Security @ ‘

McAfee Confidential —



@ Security @

TIE / DXL
Threat Intelligence Exchange
Data Exchange Layer

McAfee Confidential



Threat Intelligence Exchange - TIE/DXL
technologie

Threat Intelligence Exchange (TIE) je systém, ktery zjiStuje
reputaci spousténych souboru z riznych zdrojd a na zakladé
této reputace umozni spustit nebo zablokovat tuto aplikaci.

» Vyuziva Data eXchange Layer(DXL) k distribuci reputaci
» Kombinuje informace z vice bezpe&nostnich zdroju k uréeni reputace
» Adaptivni bezpec€nosti snizuje riziko pfi spousténi soubor(

Soubor je novy

Poskytuje absolutni prehled o spousténych aplikacich ¢
na koncovych bodech @
* Moznost vyuziti i pro inventarizaci aplikaci a jejich vyuzivani
na jednotlivych strojich Obsah je

Propojeni s GTI cloud sluzbou podezrely

» Okamzité reakce na detekované hrozby oproti rychlosti aktualizaci DAT
» Centralni bod ktery agreguje pozadavky na GTI z interni sité

Lokalni reputace aplikaci/souboru
» Eliminovani moznosti detekce interniho SW jako virus
* Moznost definovat ,firemni Image® jako provéfeny systém

Napojeni na sluzbu Virustotal
» Vyuziti 57 skenovacich engine od svétovych vyrobcl pro kontrolu spousténych
aplikaci

(i@ Security @ ‘
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Co je Data Exchange Layer

Data Exchange Layer (DXL) je zakladni vrstva pro SecurityConnected
architekturu

Vlastnosti DXL klienta je iniciovat trvalé pripojeni k
serverum pro zasilani zprav skrze tzv. Brokery

DXL je zalozen na protokolu Message Queue Telemetry
Transport (MQTT)

Navrzen pro optimalizaci komunikace zafizeni na sitich s
malou Sifkou pasma, vysokou latenci nebo nespolehlivé
sité

Sifrovana komunikace pomoci TLS 1.2 na portu 8883

Server iniciuje komunikaci na dfive nedostupného klienta

DXL je plné spravovan pomoci ePO serveru

@Secunty v ‘ g
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DMZ nebo pobocka

Spravov_any Spravovany
endpoint endpoint

B - -3

DXL Hub

Broker I Broker

P ! S
don N £\ fonN
Y Y /o
Spravovany Spravovany Spravovany
endpoint endpoint endpoint

intel)’ Security @
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TIE/DXL architektura

Global Threat 3rd Party
Intelligence Feeds
A
McAfee Threat Intelligence Exchange
TIE Server ePO

Komponenty reseni B
- TIE Server — virtualni image na VMware
- TIE Client

- DXL Fabric .

DXL Fabric

=]
=
=
==
TIE Client TIE Client
Fyzicky nebo Fyzicky nebo
VDI VDI
TIE Client
Fyzicky nebo
VDI

(i@ Security @ ‘
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TIE Client architektura

Podporované operacni systémy

. Microsoft Windows 7 (32-bit and 64-bit) HIPS/Firewall

+  Windows 8.0 (32-bit and 64-bit) Trusted |

- Windows 8.1 (32-bit and 64-hit) Sources f o
- Windows 8.1U1/U2 (32-bit and 64-bit) VIFE GT| - '

- Windows 10.0 (32-bit and 64-bit)

«  Windows Server 2008 R2 Sifrovani
+  Windows Server 2012 :
*  Windows Server 2012 R2

*  Windows 10 (32-bit and 64-bit) using Patch 6

Klientky
pocitaC/server

(i@ Security @ ‘
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TIE logika - reputace souboru

Metadata, ktera vyuziva logika TIE klienta:

v/ Staticka data souboru
— Hash souboru, velikost, typ souboru, verze .....

v'Procesni data o souboru
— Nadrazeny proces / soubor, jaky proces spousti cilovy soubor, poCet vlaken.....

v'Data o prostfedi souboru
— Cesta k souboru, instalace sluzby, spousténi klicu
— Sousténi souboru z lokalni sité, pocitace, z Internetu
— Pocet spusténi soubor v ramci lokalni sité

v'Data o certifikatech
— Seznam certifikatu a jejich fetézeni
— Soubor podepsany platnym/revokovanym certifikatem

( intel) Security @
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TIE logika klienta — filtr pro urCeni reputace souboru

A layered approach that systemically narrows the ‘unknown files’

All Executable Files On System

< Admin black cert override I

< GTI black certificates
< Admin black file override
< GTI black file

< TIE module rules — malicious I

| Admin white cert override >

GTI white certificates >

Admin white file override >

GTl white file :>

| TIE module rules — trusted >

Reducing Unknowns

< TIE Rule Prompts — user blocks I | TIE Rule Prompts — user allows >

BLOCK FILE EXECUTION POLICY DECIDES ALLOW FILE EXECUTION

(intel)' Security @
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TIE logika — reputacni pravidla

20.
21.
22.
23.
24.

Installation Verification (TIE Test sample).

Identify that the file is the main component of a trusted installer using the
file's certificate reputation.

Identify that a file is the main component of a trusted installer using the
file's reputation.

Identify certificates needing reputation correction.

Use certificate reputation to identify trusted or malicious files.

Use Enterprise file reputation to identify trusted or malicious files.

Use GTI file reputation to identify trusted or malicious files.

Identify trusted files with McAfee Privileges.

Intelligent Prompt.

. Identify trusted signed applications.

. Identify trusted Help resource libraries.

. Identify trusted help resource libraries.

. Identify trusted signed utility applications.

. Identify trusted signed drivers.

. Identify trusted signed Digital Rights Management (DRM) libraries.

. Identify trusted signed files.

. Identify trusted files from a trusted creator.

. Identify trusted prevalent files.

. ldentify trusted files on the disk that were prevalent in the enterprise prior

to installing the TIE module.

Identify suspicious files executing from the Recycle bin.
Identify suspicious files executing from the roaming folder.
Find suspicious files signed with a revoked certificate.
Identify a suspicious password stealer.

Identify suspicious files that are hidden from the user.

25.
26.
27.
28.
29.
30.
31.
32.

33.

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.

Identify suspicious files created by an untrusted process.

Identify a suspicious file that hides in a secure location.

Identify a suspicious keylogger hiding as an installed program.
Identify files that ATD reports as suspicious.

Identify web installers.

Identify trusted DOTNet assemblies.

Identify trusted files on the disk.

Identify suspicious files that have odd creation dates and are likely not
packed.

Identify suspicious files that have odd creation dates and are likely
packed.

Identify a file as suspicious based on how it is packed.

Identify a suspicious key logger.

Identify a suspicious file that hides its age.

Identify new suspicious files.

Identify new suspicious files seen on a small number of systems.
Identify suspicious files from the Internet.

Trust files based on High Change Systems security level when offline.
Trust files based on typical systems security level when offline.

Trust files based on Low Change Systems security level when offline.
Not Applicable.

Generic reputation merge.

Identify a file as suspicious when executed by the command shell.
Identify a suspicious password stealer (large).

Identify a suspicious password stealer (medium).

Identify safe files extracted by Windows Installer.

McAfee Confidential
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TIE logika — vypocet reputace souboru

Reputation Description: Reputation
Legend: Value:
Known Trusted Trusted file installer based on GTI or Enterprise 100
Installer reputation
Known Trusted This is a trusted file 99
Most Likely Trusted Almost certainly a trusted file 85
Appears to be a benign file 70
Unknown Cannot make a determination at this time 50
Appears to be a suspicious file 30
WIS M RUCIAV ATV Almost certainly a malicious file 15
Known Malicious This is a malicious file 1
Not Set No reputation available / No Enterprise reputation set 0
@ Security @
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Priklad reputace TIE - porovnani trech spousténych
souboru

Microsoft Visio Zakaznicka aplikace Neznamy soubor - malware
o Podepsany == Zadny podpis == 73dny podpis
daveryhodnym Zadna globalni reputace 7 adna 2Ini ani lokalni
certifikatem — g p mm  /Zadna globalni ani lokalni
V' Silng alobaini v/ Mnohokrat spoustény v reputace
'”ig ° ag'ﬂ lokalnim prostfedi / X Prvni spusténi v lokalnim
reputace z dtvéryhodna lokalni aplikace prostiedi
Zédnévdaléll E}trlbuty x Podez‘r"eb’[ atribut —
v/ bezpecnostni hrozby download z Internetu
Duvéryhodnost: Velmi vysoka Duvéryhodnost : Vysoka Duveryhodnost : Nizka
Akce: Povolit Akce: Povolit Akce: Blokovat

(intel)' Security @
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Logika TIE technologie

GTI reputace
(12 h kontrola)

Mvirustotal

Manualni dotaz

W Malware
Sandbox

Manualni sprava reputace
a import dat

Informace o Sbér reputaénich Kalkulace - i

spousténi dat 0 souboru - Iokaln!dr:eputace
souboru cache a TIE server S pravialy

T

TIE klient

Lokalni cache
(30 dni TTL)

Klientské PC

Vysledna
akce vUCi
souboru
F|
zakladé
politiky

© X

McAfee Confidential
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* Rychlost odbaveni zprav Brokerem:
20K zprav za sekundu

* Primérna doba komunikace mezi klientem
a Brokerem:
20 ms na aktualizaci zpravy

McAfee
Global Threat
Intelligence
McAfee
ATD
3rd Party
Feeds

@
Data Exchange Layer

©

v’ Skryté stafi souboru

v" Neni podepsany

certifikatem
v Prvni spusténi v prostredi
spole€nosti
McAfee
ePO McAfee McAfee v’ Stazen z Internetu
VSE Threat VSE Threat
Intelligence Intelligence
Module Module

(i@ Security @ ‘
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ATD
Advanced Threat Defense
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McAfee Advanced Threat Defense

Specializovana appliance uréena na detekci znamého i neznamého (tzv. zero-
day) malwaru

Detekci neznamého malware zarizuje kombinace nekolika metod, jednou z
hlavnich je sandboxing

» Soubor je otevien/spustén ve virtualnim prostredi, které simuluje klientsky stroj
a ATD sleduje veskeré jeho Cinnosti

(intel)' Security '@
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McAfee Advanced Threat Defense
Architektura reseni

Jadro Engine Zakaznicky definovatelné Sandbox image
Admin VM
Linux 64bit:
Administration :;;’t‘;a'“' S Windows XP Server 2003 Server 2008 Windows 7 Android
Scheduler . i i i
[ Seheder . GaMengine SP2/SP3 SP1/SP2 64bit 32bit/64bit
File input / Server + GTlreputace
Results output * MFE Antivirus |
Communication MU MU "‘
HTTP/HTTPS L' L' w.
FTP/SFTP l #/ I / - Windows'7
Restful API o N
Socket

Type-I Hypervisor e

Intel-based Hardware Platform
@Security'v
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Staticka a
dynamicka
analyza

\ Sandboxing

Emulacni engine —
Gateway Anti- Malware

Globalni reputace
soubori McAfee GTI

Antivirové signatury
McAfee Anti Virus inspekce

Lokalni Black a White listy
Znamé dobré a zavandné soubory

( |ﬁEéD Security'@ | 43
T
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Detekce malware na vice urovnich

White/
Black
Listing

Real-time emulace

Dynamicka a staticka
analyza kodu

'

Zpémé dpbré nebo
zavandne soubory, Gateway Antimalware sandboxu
GTl reputace,
McAfee Anti Virus
inspekce

Emulaéni engine McAfee Spusténi souboru v

Cas potiebny na analyzu

i@Security\W) | 44
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Dynamicka a staticka analyza kodu

Spousténi DLL

knihoven Rozbaleni

komprimovanych soubort
Sitové oprace Staticka analyza
Jrozebraného” kodu —
reverzni engineering

Modifikace registrti /
nebo souborl

Aktivita proces( /

Systémové zmény X R

Detekce pozdrzeného
spusténi kédu

Skryté logické cesty

Dynamicka analyza kédu Staticka analyza kédu

i@Securitij | 45
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Profil pro hloubkovou analyzu na ATD

46
McAfee Confidential

*Name: |MEG Profile for winXPsp3 |
Description: Auto generated by MEG
WM Profile: winXPsp3 |v|

Automatically Select OS5

Enable

Runtime Parameters

Archive Password: |

| Confirm Password: |

Minimum Run Time (sec): |5

. - - .Y
|7| Maximum Run Time (sec): |18IZI }7{

Reports, Logs, and Artifacts

[¥] analysis Summary
Dropped Files

Logic Path Graph

Analyze Options

Local Black List
GTI File Reputation
Sandbox

| Save || Cancel

Packet Captures
Disassembly Results

User API Log

Anti-Malware
Gateway Anti-Malware
Run All Selected

May 26, 2016

(i@ Security @ ‘
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ATD reporty

Samples o

Reports Submitted Time Sewverity File Name

2014-11-24 22:03:37 CST VirusShare_07b8368bes1bs4dabaaz...

Analysis Summary (HTML) .
° Moznost Sortovanl pro VSGChny S|OUpC€ sty Sommany (500 r VirusShare_1952133061179fcelb5d3. .
_ T VirusShare_b2ed7584f7385ecfof1a73..
* KaZdy report ma Vlce mOZnOStI VyStUpu e r VirusShare_2815962f0bffd2868d3a806...

Dizassembly Results

Legic Path Graph r Very High

VirusShare_3efSdecc426a844091514...

« Sumarni report obsahuje graficky vystup

vysledku skenovani

Advanced Threat Defense Engine Results X

Environment: win7splx64 v

« Dropped files je zobrazeni souboru, které
byly Stahova'ny malwarem File Summary: E::g Isl:i)z-e e(g?t:gjc?fgggg;;éddfgdd?sdsﬂgdﬂc

MD5 - E36FESCAFDBAB4C4DDFIDDTE0E09C30C
SHAL - FSBE4CS91707ASF7F152907DCE7ESFESEFFI94BE

+ Disassembly - vysledek statické analyzy abiare Confdonees Very Hioh
kOdu - rozebranl kOdu Malware Indicators: - Identified as --- by Gateway Anti-Malware

- Identified as --- by GTI File Reputation
- Identified as --- by Anti-Malware

¢ LOgIC Path Je grafICké Zna’zornénl’ : E:s;@:gagzgt:gtniﬁElirs\e“at"itl;ndgosu\ts system directory
vystupu statické analyzy e e ey e er o st

- Deleted executable from Windows system32 directory
- Deleted AV auto-run registry key

* Kompletni report obsahuje veSkere Fepeemwkipeda-ora/wikiRing. (cormputer_securty)
Vysled ky Skenovénl' Véetné packet traces -Dsersa;ssta socket bound to a specific service provider and listen to an
a IOC/STIX informaci netaled fow ievel keyboard hook procedute T

- Deleted a key from auto-run registry entry
- Altered auto-run registry entry that executed at next Windows boot

Individual Engine Results ~

Engine Malware Confidence Malware Name

Gateway Anti-Malware Inconclusive ---

GTI File Reputation Inconclusive ---

Anti-Malware Inconclusive -

Sandbox Very High Malware.Dynamic

Sandbox Analysis Results ~
Analysis Environment: Pr]_\_crosof't Windows 7 Enterprise Edition Service Pack 1 (build 7601), 64- -
Download Full Analysis Report QOpen ATD Console Close

McAfee Internal Use Only N
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Integrace McAfee ATD

Pfima integrace na urovni konfigurace
 McAfee TIE/DXL technologie

» TIE client preposila podezielé spustitelné soubory na hloubkovou analyzu
 McAfee Web Gateway

* Preposila pouze podezrelé soubory, typicky to budou applety, dokumenty, programy, apod.
« McAfee Network Security Platform

 Vytahuje soubory z protokolt smtp a http (popf. https, pokud je aktivni deSifrace)

REST API — jakékoliv dalSi feSeni muze poslat soubory na otestovani skrz API

(intel)' Security @
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Architektura MWG, IPS a ATD

EE Soubor je
odeslan na ATD

Stahovany souborz ~ na hloubkovou Staticka a dynamicka
Internetu kontrolu analyza, sandboxing

(out-of-band)
. 2
Skenovani souboru

pomoci GTI, AV a % - REST API > fiEEH =— I

GAM McAfee xxx McAfee Advanced
(moinosI’F Qef)inice Vv Gateway ‘% Threat Defense
olitice
P l . Dotaz na verzi OS
Vysledek koncového bodu /
O By h'OUbl‘fove vybér VM profilu
1 o ey
=52 =
L p—
McAfee ePO
Mcﬁﬁege Confidential O @Security ¢
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Threat Intelligence Exchange

Itegrace s branovym feSenim bezpecnosti

Branové nastroje blokuji pfistup do interni sité spole€nosti na
zakladé detekce na koncovych stanicich

McAfee
Web Gateway

McAfee
NSP

McAfee
Global Threat D
Intelligence i [ s |
McAfee McAfee @
TIE Server ATD
rd Proaktivni a
3FeF;?:Irsty ------ ” efektivni ochrana
celé spole¢nosti
okamzité pri detekci
‘ hrozby
@
Data Exchange Layer

Bezpecénostni

nastroje pracuji
jako celek.

Okamzité sdili
relevantni
informace o

hrozbach mezi

sebou.

McAfee
ESM

McAfee
ePO

McAfee Confidential

McAfee McAfee
VSE Threat VSE Threat
Intelligence Intelligence

Module Module

(i@ Security @ ‘
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Threat Intelligence Exchange

Itegrace s branovym feSenim bezpecnosti

McAfee McAfee
NSP Web Gateway

McAfee
Global Threat €y
Intelligence |
McAfee
ATD
3rd Party 4
Feeds

L J
Data Exchange Layer

Koncové stanice jsou
chranény na zakladé
bezpecénostnich nastrojti
na brané spolec¢nosti

McAfee McAfee

McAfee McAfee
ePO ESM VSE Threat VSE Threat
Intelligence Intelligence Py ) .
Module Module Qnt,el Security @ ‘
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McAfee Active Response
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McAfee Active Response

* On-line sledovani procesd,
soubort’ a komunikace.

* Vyhledavani souboru, které
mohou byt nebezpecCné —
spusténé aplikace nebo
ulozené soubory

Adaptable Continuous

» Pomoci triggeru provadi
automatizované akce na
detekované udalosti, soubory
nebo komunikace — smazani

souboru, blokace komunikace Z::#

» Sprava celého feSeni z jedné
management konzole — ePO
serveru

Automated

(intel)‘ Security @
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MAR/DXL architektura

MAR server

McAfee Active Esponse - '
Komponenty feSeni i ‘ )
- MAR Server — virtualni image na VMware DXL Fabric ‘

- MAR Client
- DXL Fabric

MAR Client MAR Client
Fyzicky nebo Fyzicky nebo
VDI VDI
MAR Client
Fyzicky nebo
VDI
ertsl) Security @ ‘
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Provazanost a sprava pomoci
McAfee ePolicy Orchestrator

Vyhledavani
souboru, procesu,
sluzeb nebo
komunikace

Spousténi
pfednastavenych
nebo manualné
vytvorfenych dotazu

‘ il'ltelj Security 9 55
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Nepretrzita ochrana s
McAfee ePolicy Orchestrator

@il Queries & Reports | Policy Catalog  [gIT] Threat Event Log

Nastaveni

Triggers

automatickych
spoustécu pro
specifické udalosti

Trigger vyvola akci, e e
ktera bude

automaticky
vykonana pfi detekci
udalosti

Name Alert to ePO

‘ intel] Security g" 56
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Automatizace s McAfee ePolicy Orchestrator

Menu vy | () Dashboards Gy SystemTree i) Queries&Reports | Policy Catalog ] Threat Event Log |Logorr @ W McAfee
I | = bl
|

Systems Section

Active Response Catalog [newtese

Stale bézici -
,collector” sbira ——

Host_File_Monitor

relevantni informace e

[ ETe_Alert
O Malicious_POF

[ AlertStockRedemptionPDF Alert security team If Stock | pdf appears in our
o © AlertAndDeleteStockRedemptionPDF Delete Stock_Redemption.PDF and send alert to PO
Ej | Alert_Stock_Redemption_PDF Alert the Security Team to the creation of the Stock Redemption POF ir
| Alert_Stock_Redemption_PDF Alert If the malicious PDF "Stock_Redemption.pdf” appears in our envir
[ Alert_Delete_StockRedemptionPDF Delete "Stock_Redemption.pdf” and send an alert to ePO
|

Pohled na udalosti
a vykonané akce

‘ il'ltelj Security U;/‘ 57
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Proaktivni vyhledavani nebezpeénych souboru

Network & Gateway Admin

NGFW Web Gateway EmailGateway ~  Response

0000 ©O
0006

Endpoints

(i@Security@ ‘ 58
RN
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Naprava a odstraneni skodlivém kodu

Network & Gateway

TIE

Endpoints

(i@SecurityW ‘ 59
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Monitorovani sitove aktivity

Admin

Active
Response ePO

Internet DNS

o

@

Endpoints

(i@Security@ ‘ 60
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McAfee Active Response

Shrnuti
* Hloubkové a nepretrzité
monitorovani systémau Adaptable Continuous

« Adaptivni a snadno
nastavitelny nastroj

» Jedna unifikovana
spravcovska konzole —

ePO server

* Detekce a naprava #
problémd mnohem
rychleji!

Automated

(i@ Security @ ‘

McAfee Confidential —



McAfee Security Connected

Adaptivni, organizovana a automatizovana detekce a reakce na hrozbu rychleji, nez se tato
hrozba staci dale rozvijet.

: {?}{E}:}#

Uto&nik Application McAfee TIE server McAfee Active McAfee ePolicy
Pronika Control nebo TIE poskytuje informace Response Orchestrator
obranou klient detekuje z vypatra, (ePO) poskytuje
spousténi lokalnich/globalnich zlikviduje, a jednotnou
souboru zdroju oznami informaci konzoli pro
o hrozbé spravu vSech
technologii

(intel)' Security @
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@ Security @

Security information & Event
Management

McAfee SIEM

McAfee Confidential



Co je SIEM?

SIEM je evoluci a integraci dvou Security Information & Event
rozdilnych technologii Management (SIEM) je sada
= Security Event Management (SEM) technologii pro:
— Primarné zaméren na shromazdovani - Sbér logui
bezpecnostnich udalosti - Normalizaci logu
= Security Information Management (SIM) - Parsovani logu
— Primarné zaméfen na normalizaci a korelaci = Agregaci logl
bezpecnostnich udalosti - Shromazdovani nativnich logd
= Korelaci logl
= Analyzu

Tri hlavni faktory ovliviujici vétSinu SIEM implementaci
Viditelnost Efel’<t|vnost Pozadavky na shodu a
hrozeb v spravy . .
e Y . spravu logu
realném Case bezpecnosti

May 26, 2016 (intel)’ Security @ | g4
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SIEM se stale vyvyji

« SIEM Content Awareness (Next Generation SIEM)
— Systém, ktery je schopen analyzovat udalosti ze vSech vrstev az k aplikaénim datdm

ﬂi 4 s @MQS& iz

mp3 U dll
pnwerpmn‘& df w it / 3 E %gﬁoﬁ Server
U word @Hi ;tf \

EIf% ﬁ :;al X ) E SYBASE EORACLG
text ﬁ e E;E‘.El

wmy

| L ||
i H
iy

@ ’T"‘ IM, Chat
ol Web Access

WebMail
Email V)
\ - (HTTP)
P2P File 5 Protocol
Sharing . Anomalies
-
(intel)' Security @
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Skalovatelna architektura

Inteligence a GTI/TIE ePO NSP MVM ATD

provozni efektivita

Adaptivni analyza rizik & McAfee Advanced Correlation Engine
Historické korelace

Mcafee Enterprise Security McAfee Enterprise

Integrovany SIEM Manager Log Manager
& Log Management

McAfee Application McAfee Database

Monitoring aplikaci a Data Monitor Event Monitor

DB komunikace

Big
Sbér logli & Security
. , o _ Data DB
Distribuovana korelace logu




SIEM architektura — distribuovana |
archtektura a HA e

/ \/ N
/ \
I/ \\
7 \
/ Cisco 10S FW \ / Windows Servers N
H Via SNARE \
' ’ B
! 1
. . 1 1
Main Office R
‘-— Caninrn 'I
Receiver L
\_,\ I.._/
\\ ,
\
\ /7
Lo — " S e
n 1
ELM
Desktop
CIFS
NFS
| ' SAN
Switches / Routers VPN Endpoints \
]| i
Remote Office

Receiver
/'y PR oI
e N ' N
/7 N 7 N
/ \
. | / .

/
Wireless ! @ -
Servers Access Points . ) = /7 N
7 ! Cisco I0S FW \ /  Windows Severs \

Switch

&

Via SNARE

IDS/IPS

HP-UX

b
\ ’ «— !
\\\_4 Q I\_/,/

\ Switch /
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fesm.ams.mcafeeebc.com/Application.htrml

W McAfee | Enterprise Security Manager

™| Vo | 3
- = MHEHeMaeED -
| |
| E= Device Type @' = EventSource 1Ps
SR 2,118,041 (100%)| Bound to: Event Device Type
(5 Physical Display L B MNetvork Security Manzger (ASP) | 1,368,033 4 )
- 172.18.163.5 [ 1 :7035: &
O & Local ESM [l McAfee Application Data Monitor | 671,501 E
&5 (Local ESM) I | PostgresQL 22,176 17z.18.152... [l 381,008
ﬁ Advanced Correlation Engine (Historica [0 WMI Event Log 17,252 172.18.161.1 I 52,617
ﬁ Advanced Correlation Engine (Real-Tim [l McAfee Firevall Enterprise (ASP) | 15,166 i e B I 51,013
AMS McAfee ePO (172.18.161.3) [l Correlation Engine 11,512 172.18.161... I 41,830
AMS McAfee MVM (172.18.161.41) B | mssQL EHEEE 172.25.108.2 | 35,257
MySQL 4,225
@) AMS McAfes NSP (172.18.161.4) B MysQ 172.18.161.3 | 23,539
B =Policy Orchestrator (ASP) 1,437
& McAfee Application Data Monitor 172.18.161... | 16,654 E
[  VirusScan (ePO) 364 [
McAfee Datebase Security Monit
= =2 s tEn E=amiy LT B Host Data Loss Prevention (ePO) 186 “« « » Page 1
BB McAfee Enterprise Log Manager B McAfae Web Gateray (ASP) TE L p —
C B0 mcafes Event Recei ! 5 Event Destination IPs [C]
== EUENE LIEEEIDET [0 Host Intrusion Prevention (ePQ) | 109
Bound to: Event Source Users
k] (McAfee Event Receiver) [ McAfee Enterprise Security Manag 295 vad
B AMS Apache [ McAfee ACE Risk Manager 14 Bl | 172.18.161... _ 1,368,497 E
[ AMS Appsecinc DBprotect (ASP) @J | | 172.18.162.6 W 25272z
AMS Arbor Peakflow ~ |172.18.162.5 [ 119,456
& || otal Collection Rate Per S i =
gi - ® 172.18.161.1 [ 112,997

Traffic to Suspicious Geo L
Traffic to Suspicious Geo
Traffic to Suspicious Geo

Traffic to Suspicious Geo

Virus detected

Virus detected

Traffic to Suspicious Geo

172.18.161.3 I 33,054
172.18.161.6 I 27,510
172.18.161... I 22,623
132.175.48.6 I 18,804

[ H« « » Page 1

Traffic to Suspicious Geo

Traffic to Suspicious Geo

l - Ewvents
Bound to: Event Distribution

Severity Rule Message

Virus detected
Virus detected

wirne Aatactad

2,118,041 (100%)

W 161775

12000

Ho W is 0

McAfee Confidential

Ever

McAfee_FW_Ent Server traffic - enc 215

McAfae_FW_Ent Monitord informati 720[

i oHints B

Source User &1 oras B ;7
Sensor_Name &1 oras B
Direction &1 oras B
Interface @1 oA g K
NTP_Opcode &1 oras B
NTP_Request &1 oras B
NTP_Server_Mo...{F | or Az &
NTP_Client_Mode §F 1 or s &
SNMP_Error_Code §F 1 or Aa 4
SNMP_Version W ! oorAa g
SNMP_ltem_Type ¢F | or 83 &
SNMP_Operation ¢F 1 or A 4
Authoritativa_A... F | or Az £
Query_Response ¢F | o A 4
DNS_Class LY W
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Uzivatelsky dashboard

Vykonny, drag-and-drop dashboard editor

Moznost okamzité modifikace pohledu a sledovani vysledku

i al=
W Save Save As Share Copy Paste  Delete Help

_— ¢ i 5
Be & O ; 1

B United States 97,437,365

[l Thailand 2,137,807

[l | United Kingdom 2,127,993

O erazil 1,916,408

W Canada 1,342,158

2K Il B Russizn Federstion 1,313,690
o W china 1,211,455
Bl | Germany 1,165,434

B letherlands 1,158,944

[ Korea 1,063,034

121,131,286 (96.6%)
Bound to: Top 10 HotSpots

B 1456: MS-SQL: Slammar-Szpphire Worm 100

[l Deny connection due to reverse path check - IP spoof attack 100

W o 100

[0  =2885: HTTP: PHP File Include Exploit 100

B 3273 HTTP: AWStats Multiple Vulnerabilities 100

[l 4212: HTTP: BHE File Include Vulnerability 100

[l 2314: HTTP: Obfuscated JScript/VBEScript Code 100 .

[ 1462: M5-5QL: Resclution Service Buffer Overflow (General) 100 Urlty @ 69

McAfee

-
=
=




Centralni sprava logu - Log Management

Jedna centralni sprava pro
agregovaneé on-line udalosti a
nativni RAW logy

Flexibilni moznost ulozeni logu

Direct Attached Storage
SAN

NAS

iISCSI

NFS

Konfigurovatelné nastaveni
udrzovani a vymazavani logu

Logy jsou Sifrované a hashované

McAfee Confidential

W McAfee ‘ Enterprise Security Manager

sination Pt st T Laon §

[r - =‘ |||
o I i

Normalizovang,
parsovane a

agregované logy jsou
indexovany a ulozeny do
centralniho uloziste
ESM

Udalosti

Raw logy jsou
hashovany a
ulozeny do ELM
ulozisté

Raw logy

(intel)' Security @ | g




Reporting

Vice jak 100 prednastavenych reportl

Vykonny, graficky reportovaci editor

Save Sawve As Copy FP=sie Delete Help

Bar Chart Properties

Title

|Surr|rr|ary |

@ McAfee

An Intel Company

! [rizca St
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n Intel
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Font Disvica Coumt: 72
! Summary Distribution
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Global Threat Intelligence (GTI)

IP REPUTATION CHECK

Advanced
RISK Engine
s (ACE) N

Medium Risk High Risk

AUTOMATIC
IDENTIFICATION
McAfee Labs
IP Reputation Updates
Access Hosting Probing Probing of Malware Activity Attacks

intel )Secunty 9 | 7
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Watchlists

« Watchlists umoznuije filtrovat udalosti, které se nasledné vyuziji pro
spusténi alarmu nebo jako vstup do korelacniho pravidla

« Podporuje manualni nebo automatickou aktualizaci watchlistu

w; External =i
w McAfee Threat Feeds Enterprise
Environment

TIE Details Events from
McAfee Data Sources
GTI —_—

Watchlists

Reporting, Investigations,
Automated workflows

(intel)‘ Security @ ‘ 73
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Alarm

Alarm je vlastnost SIEM systému, ktera umoziuje spustit alarm na

zakladé definovanych podminek, které nastanou pfi on-line sledovani
prostredi

»o@

Generovat |
» Report Emal
Modifikace Notification Helpdesk
; politik pres
Spustény ePo BT
vizualni 2
S Karanténa
@ / pomoci IPS
Logova —
informace v —>
ESM Sténi
Spusténi
skriptu
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Enrichment

Enrichment pridava dalsi informace do logu. Pomaha

obohacovat logoveé informace.

Databases File Import
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Correlation

* Vice jak 175 prfednastavenych korelacnich pravidel v politice

* Moznost vytvareni vlastnich korelacnich pravidel pomoci prehledného
grafického rozhrani
Dedikovana ACE appliance zajiStuje vyssSi vykon a vice funkci oproti
korelacim na Receiveru:
» Real-Time Rules-based Correlation for both Events, Flows & deviation
* Risk (Event Scoring) Correlation
* Historical Correlation
— Receiver zajistuje pouze Real-Time Rules-based Correlation for Events.

EFv Filters -> Normalization Rule (In) [Login]

:=~ Filters -> Device Class (In) [HTTP]
Filters -> Source User (In) [corr_terminated_employees]

0l
" agr

- Fliters -> Source User (In) [corr_authorized_admin]

:= Filters -> Time of Day (In) [08:00-17:00]

May 26, 2016 (intel‘) Security '@ ‘
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Geo-location Indicators

eE0

!E—

. United States 553,413
B New Zsaland 331,339
B vietnam 94,834
[ | Beaxil 81,972
B | Korea 64,722

| B | Russian Federation 43,208
B China 44,715
B | India 32,715
B Peland 22,603
]

Garmany 21.438 i
Bound tor Top 10 HotSpots 2 : e . ""."_-'.-_‘ 1,386,734 (B4.3E%) -

Bound to; Tep 10 HotSgots

s —
St

# B ET TROJAN Hiloti'Mufanom Downloader Checkin 100

_"' B Yahoo Maill Massage View 160

1‘ B FOLICY ICQ Massage 100

- i - : ~ 0 MALWARE SpamBlockerUtility Fake Anti-Spywara User Agent (S5; 100

gy Y B WEE-MISC IEM Letus Deming Waeb Server Accept-Langusgs ha: 100

| i B FOLICY HTTP - Password 100

l'f ) L o B POLICY Windowa 38 User-Agent Detected - Possible Malvare o 100

- . | : B POLICY PE EXE or DLL Windows file downlosd 100

fJ' F B WEB-CLIENT wmf fila SetAbortfroc arbitrary code sxecution atte 100

I:';bf L'-?_- B Yahoo Mail Inbox Viaw 100

—mml 7 {zoam) Cirl (multi-selact)]  Shift (rectangle select)
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Orchestrace:
McAfee Network Security Platform

3. Na zakladé informace od ESM, NSM vynucuje karanténu utocného systému
na NSP senzoru. DalSi komunikace z nebezpecného systému je blokovana,
utok je zastaven ve velice brzkém stadiu.

McAfee Confidential

Application
Servers

8%

McAfee ESM
(SIEM)

©

Attacker

&9 8 g

Firewall McAfee Victim

NSP Sensor McAfee

NSM

@
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Orchestrace:
McAfee ePolicy Orchestrator

3. Na zaklade odpovedi od ESM, ePO uplatiiuje restriktivni politiku na
systémy, na které se utoCi, efektivni k zastaveni utoku v prvotni fazi.

v

McAfee ESM 6
(SIEM)

v

e & ¥

Malicious Firewall ~ IDS/IPS %MCAfee —> . i ;
S Web Proxy ero ePO Dashboard

Site
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Content packs

Content Packs — prfednastavené Sablony pro rychlé nastaveni SIEM pro
rizné oblasti bezpecnosti
Content Pack obsahuje dashboardy, korela¢ni pravidla a alerty
Content Pack je mozné manualné upravovat — upravy nebudou prfepsany
novou aktualizaci

McAfee planuje 12 Content Packu, systém se automaticky aktualizuje

80
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' Browsa Contant Packs
Awailable Content Packs:
Click @n s contant pack %o view pack details,

click the chack box naxt to the desired packs and dlick install,

Hame 4 | Description Version
stz Leakage Thiz content pack analyzes evants for possible data leakage 1.0.0
B Email Content Pack Thiz content pack helps monitor email traffic. 1.0.0
Insider Threat Thiz content pack is dedicated to analyzing user-speacific bet 1.0.0
1 Malware This content pack tracks malware events. 1.0.0
Recon Thiz content pack iz dedicated towards menitoring raconnais 1.0.0
v

Windows Authentication Gonktent This content pack helps monitor Windows authentication eve 1.0.0

Detailz:

Ensura that tha CORP_GECS variable includes all trustad company geclocations

After you install thiz content pack:

Configure alarms to send notifications and take automated actions.

adiust corralation ruls pararneatars to mest your erganization’s spedfic raquirermnants.

Setting up correlation rules to use flows requires the Advanced Correlation Engine [&CE).

Change repotk kemplates to run &t specified times, to e-mail zpecific recipients, and to 2ave to remote locstions
autormatically,

Change repott layouts to indude additional data or to change the look of tha raper,

&djust variables to meet your organization’s specific requirernerts,

Change view filkers ko meet your arganization’s specific reguirements,

See BnowledgeBase articde <HBID® to learn how to change the content pack components.

This contant pack contains:
Correlation Rules:
Crata Leakage: Possible daka sent to rermote printer queue

@n

@
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Dynamické watchlisty a Threat Awereness

DalSi zdroj informaci do Watchlistu z HTTP/HTTPS stranek — Indicators of Compromise
Automatické stahovani textovych blacklisti URL, IP adres, hashu apod.
Jejich vyuZziti v alarmech, korelacich, filtrech

[ e @ Vaines @
Enter a name for the vatchlist. Selaect the type of values this watchlist will contain.
Name: MalwareDomainList Tioti Destimabente T
O Static ) Dynamic values:
74 Enable automatic updates 103.14.120.121
103.19.89.55
Update: ﬁ 103.31.186.207
103.31.186.29
Minute: 103.4.16.91

103.4.218.22
: B

Fetearvatses Fepore] Fronmow!

T e e T e

(i@ Security @ ‘
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Threat awareness - Indicators of Compromise (IoC)

Manualni nebo automatizovany import podezielych IP, hasht, URL, nazvu soubord z volné
dostupnych nebo placenych sluzeb

Podporuje zpracovani v riznych formach véetné Cybox a STIX
Porovnava nové loC s historickymi udalostmi v SIEMu

Jednim ze zdroji muze byt i McAfee ATD

®

Pearform a L lysis vath the ind; that come in from this feed. Choose a time frame to compare prior events
and/or flows 3gainst the indicator and then what actions to take when 3 match iz found. plus the assignes and seventy for the
alarm that will be crested.

Time Frame: m Fd events 8 Flovs
Assignee:  [INGERIEEETE
Severity: 30 E

F4 Log svent ¥ Generate Reports: Configure
7 Auto-acknowledge Alarm 7 Exscuts remote command: Canfigure
[ visusl Alert: Canfigurs ¥ send to Remedy: Configure
@ Creste Caze: Configure @ Assign Tag with ePO: ConBigure
@ update Watchlist: Configure R slacklizt: Configure
7 Send Message: Canfigure @ Custom alarm summary Confligure

File Name Equals GSECOUMP-MOD3.EXE Add recipient
OR MDS5 Hash Equals 1E10F181657D62EB5158163A06167335
SHA1 Hash Equals fae6430b103b7§73482{8b39c47h2fb8747f503d | - } - . |
— :

7 (iﬁeD Security @ ‘
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Threat awareness — historické porovnani

SIEM pouzije kliCové indikatory z IoC a prohleda logy — v€etné informaci z McAfee ATD

Pohledem zpét pres veSkeré zaznamenané udalosti zjisti, zda byl néjaky systém
kompromitovan

o

Pokud najde shodu — mUZze vykonat akci podobné jako Alarm

R P O

Cvb

Enchsiugiane Parform = Backtrace analysis with the indicators that come in from this feed. Choose a time frame to compare prior evants =ca bl SousLy| e

CybOX-represented Indicater Created | 3nd/or flows 3gainst the indicator and then what actions te take when 3 match is found, plus the assignes and seventy for the download ]
. alarm that will be created.

CybOx-reprasented [ndicator Created | download

CybOX-representad [ndicator Created | 1/Me Frame: m Fi events [ Flovws download

CybOX-representad Indicater Created | Azzignee: M download

CybOX-representad Indicator Creatad | _ - ' download |
Severity: S0 a E|

CybO¥-reprasentad Indicator Creatad | ' download
CybOX-reprezentad Indicator Created | download
CybOX-represantad Indicator Craated | download

F4 Log svent ¥ Generate Reports: Configure maa
CybO¥-represented Indicator Created | download

Auto-acknowledge Alarm rem mmand: Conf -

CybOX-represented Indicater Created | B Auto-acknowledg ° B Scecote e e i download
CybOX-represented Indicator Created | [ Visusl Alert: Configurs I send to Remedy: Configure downfoad
CrERgandacantaclin Sicatangtaastadl @ Create Caze: Configure 9 Assign Tag with ePO: Configure download
CybO¥-raprazented Indicator Craatad | dewnlaad

E Update Watchlist: Configure R elacklist: Conflgure E]
b ranrasantad Tndicator Crastad | P — -

! Send Message: Canfligure ! Custom alarm summary Configure

This I2C has been generated gn‘ng i
vith Intermet Explorer varsien: &

. Microsoft Office varsion: 2003

and POF Reader version: 9.0

within MeAfee Advanced Threat Dates

Add recipient

83
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Adaptive Threat Prevention and Detection

Integrace se SEIM

Network & Gateway Sandbox

NGFW Web Gateway Email Gateway ATD

IOC 1

IOC 2

IOC 3

IOC 4
Informace o

detekci malware
je odeslana na Soubor je

sitové prvky a analyzovan
koncové systémy

DXL Ecosystem

\
1
J

Il N Jiz napadené
Endpoints 1 = ‘l systémy jsou

\ = izolovany nebo

\\~' /A vyCistény

TIE Endpoint  TIE Endpoint  TIE Endpoint  TIE Endpoint
Module Module Module Module
McAfee Confidential

SIEM

ESM

Nova IOC inteligence
provede historické
vyhledavani

DXL Ecosystem

Qn_tgl) Security @
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