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Teoreticky avod
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Teoreticky avod

L2 - MAC, error control, flow control, fragmentation
Ethernet - rodina standardii pro LAN z cca 1980
data unit - frame (ramec)

MAC address (00:1d:7d 04:26:ca)

e 6 o6 o
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Teoreticky avod

Dest.  SourceFrame

Preamble Address AddressType Data In Frame CRC
8 6 6 [2] 46 - 1500 [ 4]
I Header -I Payload I
FG IFG IFG IFG IFG
e Efl.hernel Ethernst  Ethernst  Ethernet s
Tame frame frame frame

o IFG = 96 bit times (pro 10GE 96/10'° = 9.6ns)
e overhead = 8B + 12B = 20B
@ acinnost - podle velikosti ramce (64B: 76.1%, 1518B: 98.7%)
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Teoreticky avod

Komplikace pri 10GE

@ pocet ramcii za sekundu (teoreticka propustnost) - per packet
delay - pocet preruseni
e 64B ramce: 14880952 pps
e 1518B ramce: 812723 pps

@ objem dat - per byte delay - rychlost sbérnic,paméti. ..

@ napf. interrupt live lock - zahlceni prerusenimi

Radim Roska & Moris Bangoura InstallFest 2012



Switch na PC

QOutline

© Switch na PC
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Switch na PC

@ agregujici sitovy prvek, spojuje sitové segmenty
@ prepinad v ramce v ramci jednoho subnetu - 1 hop

© CAM tabulka (content-addressable memory - asociativni
pamét)
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Switch na PC

CAM tabulka

CAM Table
Station Portl Port2 Port3 | Portd
00-00-3D-1F-11-01 X
00-00-3D-1F-11-02 X
00-00-3D-1F-11-03 X

Received Frame
Destination Source Data CRC
00-00-3D-1F-1105 | 00-00-3D-1F-1101
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Switch na PC

modprobe bridge

o flexibilni, funkéni switch na linuxu
o STP

@ L2 filtrovani and shapovani
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Switch na PC

Switch v Linuxu - konfigurace

linux-sw@root # brctl addbr brO
linux-sw@root # brctl addif br0O ethl
linux-sw@root # brctl addif brO eth2
linux-sw@root # ip link set brO up
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Switch na PC

SW redeni

preruseni
polling

o NAPI - adaptive interrupt coalescing (preruseni - nizka latence,
polling - propustnost)

softirq - rozdéleni preruseni na kritickou a prerusitelnou ¢ast
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Switch na PC

HW reseni

@ vice jader CPU
e vice RX/TX front na sitovych kartach a MSI-X (SMP affinity)

o NUMA
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Switch na PC

HW reseni

@ vice jader CPU
e vice RX/TX front na sitovych kartach a MSI-X (SMP affinity)
o NUMA

o PCl-Express (v2): 16x lanes = 16 * 500MB * 2 = 16GB/s
(fullduplex)

@ propustnost operacnich paméti: tripple channel DDR3-1333 =
3 * 10666MB/s = 32 GB/s

@ QPI sbérnice: 25GB/s
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Switch
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Switch na PC

10GE Sitova karta

dual port 10GbE Intel controller 82599

kvalitni chipset Intel 82599 s open source ovladaéema
MSI-X podpora (definuje az 2048 preruseni na zafizeni)
RSS (Received Side Scaling)

offloading . ..

PCI-Express 8x - dost na 2x10GE

128 TX i RX front

\
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Switch na PC

1GE Sitova karta

1GbE NIC s 6 portama a chipsetem Intel 82576
@ 6 portd
o PCle 4x
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Switch na PC

Jak mérit?

e RFC 2544

e 10GE méraky

@ GNU/Linuxové nastroje:

pktgen

netperf - jednoduchy nastroj na méreni propustnosti

sar

mpstat

ethtool - detailni nastaveni parametrid ovladace sitové karty
modprobe - riizné parametry NIC ovladac

modinfo - zobrazi nastaveni ovladacu
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Switch na PC

@ kernel-space nastroj

e modul v kernelu

e velmi uzitecny nastroj - da se nastavit téméf vse (i generovani
s pomoci vice jader na vice front)

@ zdima vypocetni silu CPU
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Router na PC
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© Router na PC
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Router na PC

@ aktivni sitova jednotka pracujici s IP pakety
@ sméruje prichozi pakety k cili (smérovaci tabulka)

@ rozhodovani podle cilové IP adresy (Layer 3 OSI)
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Hardware vs. Software router
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@ Hardware vs. Software router
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Hardware vs. Software router

SW: NIC, Bus, CPU, RAM

Route
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Hardware vs. Software router

HW: ASIC, TCAM, Crossbar Switch

- Routing protocols (RTP. OSPF. etc.)
- Exror and maintenance protocols
(ICMP. IGMP.ete.}
- Network management (SNMP)
- QoS policies (¢.g. policy agent, RSVP, cte.)
- Transport protocols & applications (UDP.
TCP. BOOTP. FTP. ¢tc.)

/ Routing™ - Security/Firewall functions,
N\ Table / -ete
P Switch Fabric | ] (cknssnAnswitch]‘
Updates forronres. QoS ]
and access control policies | # I :
- e
| Port | Port
I | Processing || Processing
1 (Route 1 (Route
|| Resolution I Resolution
} Logic) } Logic)
! ! MAC
\ e Vo, v
\_Table / \__Table
ASIC Y asic

1P header validation. toute lockup &
packet classification. traffic shaping. ctd.

- Priority queucing & packet scheduling

- Packet filtering. packet dropping. ete.

- ctc.
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Hardware vs. Software router

Klady:
e linux :) Mazeme si hrat. ..
@ jednoduse rozsifitelny (zménou programu)
o velkd RAM (routovaci tabulka. .. BGP)
@ relativné levny
Zapory:
@ v3e zpracovava CPU (GPU)...no Tbps wirespeeds

o elektricka spotreba?
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SW routing na PC - zaklady
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© SW routing na PC - zaklady
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SW routing na PC - zaklady

Historie

AGP/PCI arch.:
o FastEthernet (133/266MBps sdilena PCl sbérnice)
PCle arch., vicejadrovée CPU, QPI/Hypertransport:
e SMP PCle: GigabitEthernet (1 PCle HUB, <32 PCle linek)
e NUMA PCle: 10GigabitEthernet (2 PCle HUBY, 64 PCle linek)

Radim Roska & Moris Bangoura InstallFest 2012



SW routing na PC - zaklady

Blokové schéma PCle arch. - Intel 5520 NUMA

T

DDR3 &
BO0HDB61333 |

T

X8DAH+ Block Diagram

Forts 3-8

Eouias
Ports 8810

INTEL

PCLE X4
82578

Forts 122

(1OH 38D}
Intel 5540

m
4]

Intel 5520
Paris 54

Ports 7~10)

Ports 122]
FCI-E XB_SLOT#T,
(I0H 36D) Ports 34

PCLE X4 SLOT#S,

FCILE XB SLOT#4,

IDE

CTRL

T304 PCL33MHz
=

: :
<

S| %4,

Intel ICH1OR




SW routing na PC - zaklady

10GbE SW router projekty

10GbE SW Routing:
@ Bifrost (tuned Linux Distro): http://bifrost.slu.se/

@ Click — Modular Router (kernelspace/userspace):
http://read.cs.ucla.edu/click/click

o Packet Shader Framework (GPU Accelerated):
http://shader.kaist.edu/packetshader/
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Routing na PC
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© Routing na PC
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Routing na PC

Routing na CPU - omezeni?

Pocet CPU cyklti na 1 packet:

@ cca. 1200 CPU cykli pro forw. paketu z jednoho interface na
druhy):

@ to je hodné i pro multicore CPU (chceme 14.88 Mpps)

@ nezbyva vypocetni vykon na routing a dalsi funcke SW routeru
(GPU?)

Sitka pasma pfi zpracovani paketu (PCle 2,0):
e PCle: OK (8 linek na 2x10GbE NIC = 4GBps)
e QPI: OK (25,6GBps)
@ Tripple Channel DDR: OK (32 GBps)
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Routing na PC

Akcelerace pomoci GPU

Pro¢ GPU?

@ vysoka sirka pasma (177GBps GTX 580 vs. 32GBps Xeon
5550)

@ nizka latence

e paralelnich zpracovani SIMT (512 vlaken)
@ dostupnost, nizka cena

@ userspace...CUDA / OpenCL :-/
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Routing na PC

Packet Shader Framework

GPU akcelerovany SW Router, 40Gbps pfi 64B paketech a full
BGP routing table.
Soucasti:

o Packet Shader I/O modul

@ Packet Shader Userspace aplikace
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Routing na PC

PS Framework - schéma

Application - -
(e.g., IPV6) Pre-shader Post-shader il Shader
v
GPU
acceleration 3 workers master
framework
node 0 node 1

| Packet API | | cubanser |
------------------------- Stow=pathr 4~~~ -

Fast-path| [*\inux TCP/1P stack | GPU
Kernel r device

| Packet I/0 engine | driver
HW | NICs | | orus |
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Routing na PC

Packet Shader: /0O

Prepsany optimalizovany Intel 82599 ixgbe driver (1200
-> 200 CPU cykli):

@ propojeni mezi kernelem a uzivatelskou aplikaci

@ huge packet buff: nealokuje linux skb buffer pro kazdy paket,
jsou 2 velké STATICKE kruhové buffery (metadata and data)

@ BATCH processing: davkové zpracovani paketii (NIC, PCle,
userspace) — 32, 64 chunks najednou

e CPU AFFINITY: RX a TX fronty spjaty s kazdym worker
jadrem, per queue counters, 64B zarovnani paméti

@ vyhybame se NUMA “node corssing” ! (60% vykon doli)
@ automatic hybrid interrupt/polled packet RX
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Routing na PC

Per fronta CPU Affinity, Receive Side Scalling (RSS)

TITT "
TTIT Core 0

1111
e

ITTT

RX queues

@ RSS: src/dst IP/port + proto -> zachovava poradi per flow
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Routing na PC

Packet Shader: userspace

Multivliaknova userspace aplikace:
e worker vlakno: sbér paketd z 1/0
@ master thread: komunikace s GPU
e komunikace mezi vlakny via fronty (mutexy)

e optimalizace: zero-copy, pipelining (worker), gather-scatter +
concurrent copy-execution (master)
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Routing na PC

Packet Shader: faze

3 faze:
@ pre-shade (worker RX...meta -> master inp.q.)
@ shade (GPU route lookup. .. output meta -> worker outp.q.)
@ post-shade (worker TX)
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Routing na PC

Cesta paketu PS, faze

Kernel User

TTIT—» Post. —»

TT T [—» Post. —»

chunk
""""""""""""""""""""""" >
TTTT—» Post. —»
Output ~~" 7777777
queues
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DSN CVUT FEL: 10Gb Ethernet
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@ DSN CVUT FEL: 10Gb Ethernet
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DSN CVUT FEL: 10Gb Ethernet

10GbE na DSN

Projekt CVUT FEL, CESNETu.
@ nejsou sources pro PS userspace Cast: piSeme znova

@ propojeni z dynamickym routovacim daemonem: XORP (via
click socket)

o GPU firewalling (ACL like)
e ...adalsi:)
@ https://dsn.felk.cvut.cz/wiki/projekty/10gbeth
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Nase pocatky 10GE na PC
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@ Nase pocatky 10GE na PC
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Nase pocatky 10GE na PC
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Nase pocatky 10GE na PC
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Nase pocatky 10GE na PC
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Nase pocatky 10GE na PC
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Nase pocatky 10GE na PC
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